How to set up port forwarding for SMR, NVR, PC-VMS

Application Notes

Version <1.0>

<
‘-)urveon Technical Support Team

Complete Megapizel Solutions



Port Forwarding
Port forwarding is used to allow the remote client to access private LAN VMS system.
If your SMR/NVR/PC-VMS server is in the local LAN area and the remote VMS client is in the

WAN, you may follow below steps to setup the port forwarding function.

Port mapping in the router

External IP address | External port | Internal IP address | Internal port
of router of network device
192.168.20.1 8081 192.168.10.11 80
192.168.20.1 8082 192.168.10.12 | 80 192.168.10.11
192.168.20.1 8083 192.168.10.13 | 80 Port 80
\\\
Request data via \\\\\

192.168.20.1:8083 192.168.10.12

192.168.20.1
Broadband Router

192.168.10.13
Port 80

Note : SMR, NVR & PC VMS should use the VMS 2.4.7 or later version.




Router Setting :

Here we use D-Link DIR-615 router for example.
Partl
1. Use IE to connect to the Router.
2. Go to Setup > Internet > Manual Internet Connection Setup.
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There are two ways to set up your Internet connection: you can use the Web-based Internet
Connection Setup Wizard, or you can manualy configure the connection.

INTERNET CONNECTION SETUP WIZARD

If you would like to utiize our easy to use Web-based Wizards to assist you in connecting your new ’__‘Ps FD ge _Y o
network up and running.

D-Link Systems Router to the Internet, click on the button below.

Internet Connection Setup Wizard

Note: Before launching these wizards, please make sure you have folowed al steps outined in the
Quick Instalation Guide included in the package.

manualy.
MANUAL INTERNET CONNECTION OPTIONS Manual
settings

If you would ke to configure the Internet settings of your new D-Li
then dlick on the button below.

I Manual Internet Connection Setup

3. Please set up a fixed public IP.

5T C IP ADDRESS INTERNET CONNECTION TYPE :

Enter the static address information provided by your Internet Service Provider

(ISP).

IP Address : £1.215.33.93
Subnet Mask : 255.255.255.0
Default Gateway : 61.213.83.51
Primary DNS Server :  168.95.1.1
Secondary DNS Server :  0.0.0.0

MTU: 1500 (bytes)MTU defauft = 1500
MAC Address :  7y.r3;95:FF:53:48

[ Clone Your PC's MAC Address ]




4. After setting up a fixed IP, please save the settings.
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INTERNET

WIRELESS SETTINGS

ntermet Connection type. There are several connection ty)
, PPTP and L2TP. If you are unsure of your connection
Provider.

NETV Use this section
e | choose from:
please contact

Save
Settings

Note: If using the PP , you wil need to remove or disable any PPPoE client softwan

computers.

Save Settings | Don't Save Settings |

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is: |StaticIP LI




Part2
1. Use IE to connect to the Router.
2. Go to Advanced > Port Forwarding.
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PORT FORWARDING

This option is used to open multiple ports or a range of ports in your router and redrect data through | [RetHER LR ]
those ports to a single PC on your network. This feature allows you to enter ports in various formats Name drop dow
including, Port Ranges (100-150), Individual Ports (80, 68, 888), or Mixed (1020-5000, 689). st of pi

If you
Save Settings | Don't Save Settings | of the
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Ports to Open
Name TP Schedule

[pomain Message Por << [ application Name = o Aways |

~
IP Address uDpP Inbound Fiter
[192.168.0.101 << [ computer name 1 feoso Alow Al =
Name Tce Schedule

= [pomain Data Port << Appiication Name =1 fooso Aways =

v
IP Address UDP Inbound Fiter would lke to ops
[192.168.0.101 <<|C0mpuler Name. = o Allowr Al _~ specified port.
Name Tce Schedule
[Login Port << [ Application name | [xs00 [Aways =]

cal -
1P Address uoP Inbound Fiter NS DmnE
[192.168.0.101 << Computer Name 2 Allowe Al =] G297
Name Tcp Schedule
| FT—— PP YT Ta— -1 [anan YIS |

[T [ [ mtemet | Protected Mode: off

3. Please open the listed ports on your router and direct them to the
SMR/PC-VMS server’s IP address.
Port(Host/Global Port) Protocol | Port Number
Domain Message Port UDP 9050
Domain Data Port TCP 9060
Login Port TCP 2809
Stream Port TCP 9090
Log Download Message Port TCP 15507
Log Download Data Port TCP 9080
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Ports to Open

Name TCP Schedule

[Domain Message Po. << [ Appication Name: = o Alays ¥

1P Address ubP Inbound Fier

[192.168.0.101 << computer Name = Jooso AowAl ¥

Name TCP Schedule
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~
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192.168.0,101 << computer Name = o Alow Al =
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Name TcP Schedule
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1P Address uDP Inbound Fiker

[192.168.0.101 <= computer Name =l o AlowAl >

Name TCP Schedule

|Eg Message Port << | Applcation Name =  [1ss07 Aways
~

1P Address ubP Inbound Fiter

[152.168.0.101 << Computer Name =l o [Aowar =]

Name TCP Schedule

[Log Data Port << Appication Name = [oos0 [amays =]
~

1P Address ubP Inbound Fier

[192.168.0.101 << | computer Name = o Alow Al ¥

Name TCP Schedule

[ << Appication Name ~ fo Aways ¥

cta
om the list of
its in th
Computer Name drop
down menu, or you can
nter the IP
LAN
ic

Range (50-

100) Individual (80, 68
888) Mixed (1020-50¢
(:5))

28

Done




SMR/NVR/PC-VMS server Setting :
Note:
e Here the SMR, NVR & PC-VMS server resides in the LAN.
¢ [f you are setting PC-VMS server, please follow below bitmap to close the
firewall, or else the remote client machine can’t access the PC-VMS

server.

Customize settings for each type of network

You can modify the firewall settings for each type of network location that you use,

What are network locations?

Home or work (private) network location settings

0 Tum on Windows Firewall
Block all incoming connections, including those in the list of allowed programs
Notify me when Windows Firewall blocks a new program

9 um off Windows Firewall (not recommended)

Public networldocation settings

Turk on Windows Firewall

Bk all incoming connections, including those in the list of allowed programs

Notif\ me when Windows Firewall biocks a new program

dows Firewall (not recommended)

Step 1: Please check the 2 radio buttons of "Turn off Windows Firewall".

Step 2: Click the "OK" button.

\
[ cancel |

1. Loginthe SMR/NVR/PC-VMS server.

2. Go to Setup > Server > Port Mapping.

3. Set up Port Mapping as below.
Please make sure the port numbers here match the related port numbers in the
router.
For example, if in the SMR/NVR/PC-VMS server Port Mapping, you set Login Port
as 2809, then in the router you need to set a login port as 2809 and direct it to
the SMR/NVR/PC-VMS server’s |P address.

Port(Host/Global Port) Port Number
Stream Port 9090
Login Port 2809
Domain Data Port 9060
Log Download Message Port 15507
Log Download Data Port 9080




Surveon ()

LiveView | Playback

!g % Device Browser

= | SMRSener

= CAM2321

-5 CAM2300

- View Explorer

& View

~-| E-map Explorer

J Live View Control

VMS Console m
= .

3 Account Manager
° MNetwork Parameters
12 Others

Domain Server

3 Account Manager
U Others

General Tasks

@ Alarm Rule Settings

E Global Schedule

l ‘ 'i PreiPost Alarm Recording Settings

() (o €220 D =) ) =D D

é‘" Individual Schedule
&
el Email

Q Digital /O Settin

Other Tasks

| Reboot NVR Se

O Audio Input

I“"t:.l VI Panel

Router Port Mapping:

Log Download Message Port:

Log Download Data Port:

O Customize Logo

Remote VMS client log-in:

Launch a remote VMS client resides in the WAN.

Choose Internet Port Forward as Access Method. Use the fix public IP you set in
the router and 9050 port (Domain Message Port) to log in.

Now you may use remote VMS client to log in the SMR/NVR/PC-VMS in the LAN.




Access Method
Type

Server

Port:
Username:

Passward:

Internet Port Forward

M3

SMRSemver-61.218.83.93

Auto Login

Login



